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PUBLIC NOTICE
November 6, 2024

NATIONWIDE NOTICE OF ELECTRONIC FILING (NEFs) SCAM

There has been nationwide reporting of fake Notices of Electronic Filing (NEFs)
being sent to attorneys and law firms across the country. These fake NEFs are phishing
attempts to convince recipients to respond back to the emails. Once a recipient replies to
the email, they are sent a follow-up email containing a link to access a document that
leads the user to a malicious website.

Please take precautionary measures if you receive Notices of Electronic Filing
(NEFs) that appear suspicious. Always verify case details and documentation directly
through CM/ECF and avoid downloading any attachments or clicking on links from
unverified or questionable sources.

For more information, please contact:
Glenda L. Lake, Esquire
Clerk of Court
District Court of the Virgin Islands
5500 Veteran’s Drive, Suite 310
St. Thomas, U. S. Virgin Islands 00802
Email: glenda lake@vid.uscourts.gov

O Ron de Lugo Fed. Bldg. & Courthouse, 5500 Veteran’s Drive, Suite 310, St. Thomas, Virgin Islands 00802-6424
Phone: 340-774-0640 Fax: 340-775-8075

O Almeric L. Christian Fed. Bldg. & Courthouse, 3013 Estate Golden Rock, Lot #13, Christiansted, Virgin Islands 00820-4355
Phone: 340-718-1130 Fax: 340-712-7180
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